
1

Global Financial Institution Turns
to S2|DATA to Relocate, Restore, 
Preserve & Remove Legacy Email Data

With over 30 years of experience, we have consistently 
found that when global customers seek legacy data 
remediation & restoration, most of the time, it is email 
they are after. ~Brendan Sullivan, CEO of S2|DATA

97%
Reduction in data 
retained unnecessarily

90,000+
Mailboxes

10 Years
Archive spanned 10 
years

A global bank aimed to reduce the financial and reputational risks 
associated with maintaining thousands of historical mailboxes. The email 
data was located in APAC, EMEA, and NA within an outdated and 
unsupported EMC Networker environment retained on Dell Data Domain 
devices. The original storage infrastructure was spread worldwide across 
multiple outsourced data centers. To meet the client's deadlines, the goal 
was to consolidate this environment into two locations and preserve over 
3,000 of the 90,000 mailboxes before defensibly destroying all others and 
decommissioning the aging Data Domain appliances and EMC Networker 
environment. S2|DATA provided solutions alongside FTI Technology's expert 
team to support the client throughout the data remediation exercise. 
S2|DATA's proprietary TRACS platform helped in handling legacy data 
systems, scraping metadata and culling custodians to achieve the client's 
objectives. 

Overview

Finance & Banking
Industry:

Global
Location:

▪ 90,000+ mailboxes scanned 
▪ 17,000 custodians globally
▪ 3,000 identified for legal 

hold 

Custodians:

▪ Corporate Banking 
▪ Investment Banking
▪ Private Banking
▪ Asset Management
▪ Lending Solutions
▪ Securities Services
▪ Foreign Exchange
▪ Liquidity Management
▪ Consumer Banking 
▪ Wealth Management Services
▪ Credit Cards

What They Offer:
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The Challenge

S2|DATA established a secure caged facility in Atlanta and 
a European datacenter to handle the operation. Using our 
experienced teams, exclusive TRACS platform and 
custom-developed processes, the team delivered a 
multi-stage solution.

Stage 1: Data Collection & Datacenter Creation

Global Secure Logistics: The S2|DATA team executed the 
decommissioning process from multiple locations 
globally. Using our staff we provided specialized air and 
land white glove services to transfer data into two newly 
established data centers. 

Recreation of the Data Domain Environment: We 
constructed a replica of the original Data Domain storage 
subsystem.

Stage 2: Mailbox Discovery and Reconstruction 

Custom Mailbox Scanning: We accessed the disk 
storage directly using a proprietary in-house application 
to extract relevant information from the catalog files. 

Targeted Restoration: The application identified and 
filtered Exchange backup sessions by date. After finalizing 
the production list, we utilized TRACS to restore relevant 
Exchange Information Stores (EDB files) from the historic 
backups for the specified custodians.

Solution Delivered by S2|DATA

1. Unsupported Data Domain Environment: The infrastructure was no longer under active support, 
complicating direct access to required data.

2. Worldwide Distributed Infrastructure: Infrastructure was spread across 3 continents and generated 
significant maintenance and running costs.

3. Backup Complexity, Data Domain Disk Backups via EMC Networker: We completed the task without 
utilizing EMC Networker. Instead, we accessed the disk storage directly using an in-house application 
to extract relevant information from the Exchange Information with Networker backups stored on 
Data Domain disk. 

4. Large-Scale Mailbox Extraction: Thousands of user mailboxes needed preservation, requiring robust 
processes for accuracy, timeliness, and cost-efficiency.  

5. Filtering for Preservation: The restored data was necessary to comply with legal requirements, 
including deduplication and responsive data filtering.
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Stage 3: Data Production and Transfer for Review: 

Custodian-Level Deduplication: S2|DATA applied QuickCull utility to the restored mailboxes to 
deduplicate at the custodian level to eliminate redundant data. 

Responsive Filtering: S2|DATA team filtered mailboxes by responsive date ranges to include only 
relevant emails, further reducing the datasets.

Stage 4: Deliverables and Transition to Review: 

Led weekly status update calls with  three progress reports: 

• Reconciliation and Feedback Loop

• Hard drive contents: the custodian; location of data, size of data and backup source date; 
transition to review 

• PST copies were transferred to a hard drive, hand-delivered to FTI, and ingested into Relativity

Effectively managing email archives that were 
previously subject to "legal hold" can lead to 
significant long-term savings for corporations, 
potentially reaching millions of dollars.

Results
1. Timely Email Restoration: Successfully delivered 

thousands of mailboxes within the client’s deadlines.

2. Cost Reduction & Risk Mitigation: Defensibly 
preserved only the legally required custodian 
mailboxes while eliminating all others, ensuring 
compliance and reducing unnecessary data 
retention risks. Permanently decommissioned the 
global Data Domain environment, resulting in cost 
reduction through the sunsetting of multiple legacy 
systems, third-party providers, and data centers. 
Additionally, eliminated the need for MS Exchange 
and Networker licensing, as well as support and 
maintenance costs for Data Domain, reinforcing 
cost savings. These strategic actions have 
supported reduction of future discovery and 
disclosure obligations, streamlining data 
management and legal compliance efforts.

3. Compliance Assurance: The final dataset met all 
legal and regulatory requirements for eDiscovery.

4. Data Integrity: The extracted catalog files and 
restoration processes ensured the accuracy and 
completeness of the restored email. 

~Elaine Brophy, Director of UK 
Operations, S2|DATA

Summary
S2|DATA’s experienced staff supported the 
process from the secure "white glove" 
collection to engineering, software 
development, project management and 
secure decommissioning and certified 
destruction services. S2|DATA’s innovative 
TRACS platform and decades of expertise 
ensured the client a seamless and 
successful email recovery despite 
significant challenges.

Through meticulous planning and 
execution, S2|DATA delivered a secure, 
efficient, and compliant solution, 
empowering the client to regain control of 
their legacy email archive and meet its 
future legal obligations with total 
confidence. S2|DATA took the client's 
expensive and complex challenge 
into capability. 
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